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FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Comm iss ion  ( I EC)  i s  a  worl dwide  organ i zati on  for  s tandard i zat i on  compri s i ng  
al l  n ati onal  e l ectrotechn i cal  comm i ttees  ( I EC Nati onal  Comm i ttees) .  The  object  of  I EC  i s  to  promote  
i n ternati onal  co-operat i on  on  al l  q uest i ons  concern i ng  s tandard i zat i on  i n  the  e l ectri cal  and  e l ectron i c  f i e l ds .  To  
th i s  end  and  i n  add i t i on  to  other  acti vi t i es ,  I EC  publ i shes  I n ternati onal  Standards,  Techn i cal  Speci f i cat i ons,  
Techn i cal  Reports ,  Publ i c l y  Avai l abl e  Speci f i cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cati on (s ) ”) .  Thei r  preparat i on  i s  en trusted  to  techn i cal  comm i ttees;  any I EC  Nati onal  Comm i ttee  i n terested  
i n  the  subj ect  deal t  wi th  may part i ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmental  and  non -
governmental  organ i zati ons  l i a i s i ng  wi th  the  I EC  al so  part i c i pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y  
wi th  the  I n ternati onal  Organ i zati on  for  Standard i zati on  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
ag reement  between  the  two  organ i zat i ons .  

2)  The  formal  deci s i ons  or  ag reements  of  I EC  on  techn i cal  matters  express,  as  nearl y  as  poss ible,  an  i n ternati onal  
consensus  of  opi n i on  on  the  rel evant  subjects  s i nce  each  techn i cal  comm i ttee  has  representat i on  from  al l  
i n terested  I EC  Nati onal  Comm i ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of  recommendati ons  for  i n ternati onal  u se  and  are  accepted  by  I EC  Nati onal  
Comm i ttees  i n  that  sense.  Whi l e  al l  reasonable  efforts  are  made  to  ensure  that  the  techn i cal  con tent  of  I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot  be  held  responsi ble  for the  way i n  wh i ch  they  are  used  or  fo r any  
m i s i n terpretat i on  by any end  u ser.  

4)  I n  order to  promote  i n ternati onal  u n i form i ty,  I EC  Nati onal  Comm i ttees  undertake  to  apply I EC Publ i cati ons  
transparen tl y  to  the  maximum  exten t  poss ible  i n  the i r  nati onal  and  reg i onal  publ i cat i ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nat i onal  or  reg i onal  publ i cat i on  shal l  be  c l earl y  i n d i cated  i n  
the  l atter.  

5)  I EC  i tsel f  does  not  provi de  any attestat i on  of  con form i ty.  I n dependen t  cert i f i cat i on  bod ies  provi de  conform i ty  
assessment  servi ces  and ,  i n  some  areas,  access  to  I EC  marks  of  con form i ty.  I EC i s  not  responsi ble  for  any 
servi ces  carri ed  ou t  by i ndependen t  cert i f i cat i on  bod i es.  

6)  Al l  u sers  shou ld  ensu re  that  they have  the  l atest  ed i t i on  of  th i s  publ i cat i on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  o r  agents  i ncl ud i ng  i n d i vi dual  experts  and  
members  of  i ts  techn i cal  comm i ttees  and  I EC  Nati onal  Comm i ttees  for  any personal  i n j u ry,  property  damage  or 
o ther damage  of  any natu re  whatsoever,  whether d i rect  o r  i nd i rect,  or  for  costs  ( i ncl ud i ng  l egal  fees )  and  
expenses  ari s i ng  ou t  of  the  publ i cati on ,  u se  of,  or  re l i ance  upon ,  th i s  I EC  Publ i cati on  or  any other I EC  
Publ i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  Normati ve  references  c i ted  i n  th i s  publ i cati on .  Use  of  the  referenced  publ i cat i ons  i s  
i nd i spensable  for the  correct  appl i cat i on  of  th i s  publ i cat i on .  

9)  Atten ti on  i s  d rawn  to  the  poss ibi l i ty  that  some  of  the  e l ements  of  th i s  I EC  Publ i cati on  may be  the  subject  o f  
paten t  ri g h ts .  I EC  shal l  not  be  held  respons ibl e  for  i den t i fyi ng  any or  a l l  such  paten t  ri gh ts .  

The main  task of  IEC  techn ical  comm i ttees  i s  to  prepare  I n ternati onal  Standards.  However,  a  
techn ical  comm i ttee  may propose  the  publ ication  of  a  techn ical  report  when  i t  has  col l ected  
data of  a  d i fferent  ki nd  from  that  wh ich  i s  normal l y publ ished  as  an  I n ternati onal  Standard,  for  
example  "state  of  the  art" .  

I EC TR 80001 -2-9,  wh ich  i s  a  techn ical  report,  has  been  prepared  by subcomm ittee  62A:  
Common  aspects  of  e lectrical  equ ipmen t used  i n  medical  practice,  of  I EC  techn ical  comm i ttee  
62:  E lectrical  equ ipment i n  med ical  practice,  and  I SO techn ical  comm i ttee  21 5:  Heal th  
i n formatics.  
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The  text  of  th is  techn ical  report  i s  based  on  the  fo l l owing  documents :  

Enqu i ry d raft  Report  on  vot i ng  

62A/1 097/DTR  62A/1 1 28/RVDTR 

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of  th is  techn ical  report  can  be  found  i n  the  
report  on  vot i ng  ind icated  i n  the  above  table.  

Th is  document has  been  drafted  i n  accordance  wi th  the  I SO/IEC  D i recti ves ,  Part  2.  

Terms  defi ned  i n  C lause  3  of  th is  s tandard  are  pri n ted  i n  SMALL CAPITALS .  

A l i st  of  al l  parts  of  the  80001  series ,  publ ished  under the  general  t i t l e  Application of risk 
management for IT-networks incorporating medical devices,  can  be  found  on  the  I EC  webs i te.  

The  comm ittee  has  decided  that  the  con ten ts  of  th is  document  wi l l  remain  unchanged  un ti l  the  
stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. i ec. ch "  i n  the  data re lated  to  
the  speci f ic  document.  At  th is  date,  the  documen t wi l l  be   

•  reconfi rmed,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or  

•  amended.  

A b i l i ngual  vers ion  of  th is  publ icati on  may be  i ssued  at  a  l ater date.  
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INTRODUCTION  

This  document  ou t l i nes  a  process  for supporting  CONFIDENCE  i n  the  use  of  the  80001  seri es  by 
developing  securi ty ASSURANCE  cases  (henceforth  SECURITY CASEs)  to  complement  a  securi ty 
RISK  MANAGEMENT  process.  I EC  80001 -1  provides  the  ro les,  respons ibi l i t i es  and  acti vi t ies  
necessary for RISK MANAGEMENT .  

I EC TR  80001 -2-2  provides  add i ti onal  gu i dance  i n  relat i on  to  how SECURITY CAPABILITIES  m igh t  
be  referenced  (d isclosed  and  d iscussed)  i n  both  the  RISK MANAGEMENT process  and  
stakeholder commun icati ons  and  agreements  phases.  I EC  TR 80001 -2-2  contains  an  
i n formati ve  set  of  common,  descripti ve  SECURITY CAPABILITIES  i n tended  to  be  the  s tart ing  po in t  
for  a  securi ty-centric  d i scuss ion  between  the  vendor  and  purchaser or  among  a  l arger g roup 
of  stakeholders  involved  i n  a  MEDICAL DEVICE  IT-NETWORK  pro ject.  Scalabi l i ty i s  poss ib le  
across  a  range  of  d i fferent  s i zes  of  RESPONSIBLE  ORGANIZATIONS  (henceforth  cal l ed  heal thcare  
de l i very organ i zati ons  – HDOs)  as  each  evaluates  RISK  u s i ng  the  SECURITY CAPABILITIES  and  
decides  what  to  i nclude  or not  to  i nclude  accord ing  to  thei r  RISK  to lerance,  i n tended  use  and  
avai lable  resources.  Th i s  i n formation  may be  used  by HDOs  as  i npu t  to  the i r  I EC  80001 -1  
PROCESS  or  to  form  the  bas is  of  RESPONSIBILITY AGREEMENTS  among  s takeholders.  
IEC  TR  80001 -2-1  provides  step-by-step gu idance  i n  the  RISK MANAGEMENT  PROCESS .  
I EC  TR  80001 -2-2  SECURITY CAPABILITIES  encourages  the  d isclosure  of  more  detai l ed  
SECURITY CONTROLS .  

I EC TR  80001 -2-8  identi f i es  SECURITY CONTROLS  from  key securi ty s tandards  wh ich  aim  to  
provide  gu idance  to  HDOS ,  MEDICAL DEVICE  manufactu rers  (MDMs)  when  adapting  the  
framework ou tl i ned  i n  I EC  TR 80001 -2-2  and  establ ish ing  each  of  the  SECURITY CAPABILITIES  
presented  here.  A  SECURITY CAPABILITY,  as  def ined  i n  I EC  TR 80001 -2-2 ,  represents  a broad  
category of  techn ical ,  adm in istrati ve  and/or organ izational  SECURITY CONTROLS 1 )  requ i red  to  
manage  RISKS  to  conf idential i ty,  i n tegri ty,  avai labi l i ty and  accountabi l i ty of  data and  systems.  
I EC TR  80001 -2-8  presents  these  categories  of  SECURITY CONTROLS  prescribed  for a  system  to  
establ ish  SECURITY CAPABILITIES  to  support  the  main tenance  of  con fi dential i ty and  the  
protecti on  from  in ten tional  or  u n i n ten tional  i n trusion  that  may lead  to  comprom ises  in  i n tegri ty 
or  system /data avai labi l i ty.  I EC TR  80001 -2-8  provides  HDOs  and  MDMs  wi th  a catalogue  of  
techn ical ,  managemen t,  operational  and  adm in is trati ve  con tro ls .  I EC  TR 80001 -2-8  presen ts  
the  1 9  SECURITY CAPABILI TIES ,  the i r  respecti ve  “requ i rement  goal ”  and  “user need”  ( i dentical  to  
that  i n  I EC  TR 80001 -2-2)  wi th  a  correspond ing  l i st  of  SECURITY CONTROLS  from  a number of  
securi ty s tandards.  

Th is  document  i n tegrates  the  i n formation  and  gu idance  con tained  i n  I EC  TR 80001 -2-2  and  
IEC TR  80001 -2-8  together to  provide  gu idance  to  HDOs and  MDMs for i denti fyi ng ,  
developing ,  i n terpreting ,  updati ng  and  main tain i ng  securi ty ASSURANCE  cases.  Al though  other 
means  of  establ i sh ing  CONFIDENCE  i n  a  particu lar  property (e. g .  securi ty)  exist,  th is  documen t 
provides  one  such  way i n  assuring  CONFIDENCE  i n  the  establ i shment of  I EC  TR  80001 -2-2  
SECURITY CAPABILITIES  th rough  the  use  of  SECURITY CASES .  The  purpose  of  the  SECURITY CASE  
i s  to  provide  CONFIDENCE  i n  the  establ ishment  of  the  I EC  TR 80001 -2-2  SECURITY CAPABILITIES  

for networked  MEDICAL DEVICES .  Th is  i s  ach ieved  by appl yi ng  a  SECURITY PATTERN  to  each  of  
the  1 9  SECURITY CAPABILI TIES .  The  objecti ves  of  the  SECURITY PATTERN  are  as  fo l l ows:  

– to  reduce  the  t ime  requ i red  to  develop the  SECURITY CASE  by provid i ng  a repeatable  and  
systematic  s tep-by-step,  RISK  based  b lue-pri n t;  

– provide  a means  to  re-use  components  of  the  SECURITY PATTERN  e i ther  wi th i n  a SECURITY 
CASE  or  from  one  SECURITY CASE  to  another;  

– to  reduce  the  complexi ty often  associated  wi th  the  development  of  SECURITY CASES ;  

– provide  a vi s i ble  traceabi l i ty matrix  l i nking  the  SECURITY CONTROLS  to  the  securi ty th reats  
and  vu lnerabi l i t i es  i denti f i ed  duri ng  RISK MANAGEMENT;  

___________ 

1 )  For the  pu rpose  of  cons i stency th roughou t  th i s  document,  the  terms  SECURI TY CONTROLS  re fer to  the  techn i cal ,  
management,  adm in i s trat i ve  and  organ i zati onal  con tro l s/safeguards  prescri bed  to  establ i sh  SECURITY 

CAPABIL I TI ES .  
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– reduce  the  l i ke l ihood  of  m issing  a s tep  in  the  ARGUMENT;  

– improve  the  readabi l i ty of  the  SECURITY CASE ;   

– provide  CONFIDENCE  regard ing  the  i n tegri ty of  the  EVIDENCE  co l l ected  based  on  the  
i n formation  presen ted  i n  the  ARGUMENT.  

The  process  of  developing  the  SECURITY CASE  i s  not  i n tended  to  replace  a RISK  MANAGEMENT  
process  nor does  i t  generate  new processes,  rather,  the  SECURITY CASE  shou ld  complement 
the  RISK MANAGEMENT  process  wi th  a reference  to,  or,  i ncl us ion  of  the  fo l lowing  support i ng  
documen tation  by MDMs  and  HDOs:  

– i n formation  regard ing  the  i n tended  use  of  the  MEDICAL DEVICE ,  operational  envi ronment,  
network structure,  i n terfaces,  boundaries  etc . ;  

– i n formation  regard ing  system  description ,  secu ri ty obj ecti ves  and  assets  to  be  protected ;  

– j ust i f icati on  for  selecti on  of  SECURITY CAPABILITIES ;  

– j ust i f ication  for  non-selection  of  SECURITY CAPABILITIES ;  

– assets  being  protected  by speci f ic  SECURITY CAPABILITY;  

– RISK  acceptabi l i ty cri teria  po l i cy;  

– al l  i denti f i ed  unacceptable  th reats/vu lnerabi l i t i es;  

– th reat  /  vu l nerabi l i ty / RISK  l og ;  

– impact  /  th reat  scenario  /  consequence  i n formation ;  

– reference  to  source  for  se lection  of  SECURITY CONTROLS  (e . g .  I EC  TR 80001 -2-8  tables) .  

The  above  i n formation  becomes  part  of,  and  remains  wi th  the  SECURITY CASE  f rom  concept  
phase  through  to  development,  operati on  and  ret i rement.  Supporti ng  i n formation  such  as  th is  
can  ai d  i n  better des i gn  choices,  better  main tenance  during  operati on  and  more  eff ic ien t  and  
i n formati ve  feedback practices .  

Th is  document i s  not  i n tended  to  provide  exhaustive  gu idance  for the  appl icati on  of  a  RISK 
MANAGEMENT  process  nor  does  i t  mandate  the  use  of  any part icu lar RISK MANAGEMENT  process  
however I EC  80001 - 1  provides  gu idance  on  how to  carry ou t  RISK MANAGEMENT  for  med ical  I T-
networks.  S im i larl y,  I SO 1 4971   provides  gu idance  for the  process  of  conducting  RISK 

MANAGEMENT  for  MEDICAL DEVICES .  For  RI SK MANAGEMENT  processes  such  as  RISK/benefi t  
anal ys is,  wh ich  i s  not  covered  i n  th is  document,  HDOs  refer to  I EC  80001 -1 :201 0,  4. 4. 5  and  
MDMs  refer  to  I SO  1 4971 , 6. 5 .  
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APPLICATION  OF RISK MANAGEMENT FOR IT-NETWORKS 
INCORPORATING  MEDICAL DEVICES – 

 
Part  2-9:  Appl ication  gu idance – Guidance for use of securi ty assurance 
cases to  demonstrate confidence in  IEC TR 80001 -2-2  securi ty capabi l i ties  

 
 
 

1  Scope 

This  part  of  80001  establ ishes  a SECURITY CASE  f ramework and  provides  gu idance  to  heal th  
care  del i very organ i zations  (HDO)  and  MEDICAL DEVICE  MANUFACTURERS  (MDM)  for i denti fyi ng ,  
developing ,  i n terpreting ,  updati ng  and  main tain ing  SECURITY CASES  for  networked  MEDICAL 

DEVICES .  Use  of  th is  part  of  80001  i s  i n tended  to  be  one  of  the  poss ible  means  to  bri dge  the  
gap between  MDMs and  HDOs  i n  provid i ng  adequate  i n formation  to  support  the  HDOS  RISK 

MANAGEMENT  o f  I T-NETWORKS .  Th is  documen t  leverages  the  requ i rements  set  ou t  i n  
ISO/IEC 1 5026-2  for the  developmen t of  ASSURANCE  cases 2) .  I t  i s  not  i n tended  that  th is  
SECURITY CASE  framework wi l l  replace  a RISK  MANAGEMENT  s trategy,  rather,  the  i n tenti on  i s  to  
complement RISK  MANAGEMENT  and  i n  tu rn  provide  a g reater leve l  of  ASSURANCE  for  a  MEDICAL 

DEVICE  by:  

– mapping  speci f ic  RISK  MANAGEMENT  s teps  to  each  of  the  I EC  TR 80001 -2-2  SECURITY  
CAPABILITIES ,  i denti fyi ng  associated  th reats  and  vu lnerabi l i t i es  and  presen ti ng  them  in  the  
format of  a  SECURITY CASE  wi th  the  i ncl us ion  of  a  re-useable  SECURITY PATTERN ;  

– provid i ng  gu i dance  for  the  se lecti on  of  appropriate  SECURITY CONTROLS  to  establ i sh  
SECURITY CAPABILITIES  and  presen ting  them  as  part  of  the  SECURITY CASE  pattern  
( IEC  TR  80001 -2-8  provides  examples  of  such  SECURITY CONTROLS ) ;  

– provid i ng  EVIDENCE  to  support  the  implementati on  of  a  SECURITY CONTROL,  hence  provid i ng  
CONFIDENCE  i n  the  establ i shment  of  each  of  the  SECURITY CAPABILITIES .  

The  purpose  of  developing  the  SECURITY CASE  i s  to  demonstrate  CONFIDENCE  i n  the  
establ i shment  of  I EC  TR 80001 -2-2  SECURITY CAPABILITIES .  The  qual i ty of  art i facts  gathered  
and  documented  du ring  the  developmen t of  the  SECURITY CASE  i s  agreed  and  documented  as  
part  of  a  RESPONSIBILITY  AGREEMENT  between  the  re levant  s takeholders.  Th is  document  
provides  gu idance  for  one  such  methodology,  th rough  the  use  of  a  speci fi c  SECURITY PATTERN ,  
to  develop  and  i n terpret  SECURITY CASES  i n  a  systematic  manner.   

2 Normative references  

The fo l l owing  documents  are  referred  to  i n  the  text  i n  such  a  way that  some or al l  of  the i r  
con ten t  consti tu tes  requ i rements  of  th is  document.  For dated  references,  on l y the  ed i t i on  
ci ted  appl i es.  For undated  references,  the  l atest  ed i t i on  of  the  referenced  documen t ( i ncl ud ing  
any amendments)  appl i es.  

IEC TR  80001 -2-2:201 2,  Application of risk management for IT-networks incorporating 
medical devices – Part 2-2: Guidance for the disclosure and communication of medical device 

security needs,  risks and controls3)  

___________ 

2)  These  requ i rements  are  adapted  for  networked  MEDICAL DEVICES  where  the  so le  cri t i cal  property i s  “securi ty”  
and  where  the  CLAIM  re lates  to  the  establ i shment  of  the  I EC  TR  80001 -2-2  SECURI TY CAPABI LI TIES  wi th  the  
i ncl us ion  of  a  speci f i c  secu ri ty  ARGUMENT PATTERN .  

3)  I EC  TR 80001 -2-2  con tai ns  many add i t i onal  s tandards ,  pol i c i es  and  reference  material s  wh i ch  are  al so  
i nd i spensibl e  for  the  appl i cati on  of  th i s  document.  



IEC TR  80001 -2-9:201 7 © I EC  201 7  – 9  –  

3 Terms,  defin i tions and  abbreviated  terms 

3.1  Terms and  defin i t ions  

For the  purposes  of  th is  document,  the  fo l l owing  terms  and  defi n i t i ons  apply.  

ISO and  I EC  main tain  term ino log ical  databases  for  use  i n  s tandard ization  at  the  fo l l owing  
addresses:  

•  I EC  E lectroped ia:  avai lable  at  h ttp: //www.electroped ia.org /  

•  I SO On l ine  browsing  platform :  avai lable  at  h ttp: //www. iso.org /obp.  

  3.1 .1
ASSURANCE  
grounds  for  j ust i f i ed  CONFIDENCE  that  a  CLAIM  has  been  or wi l l  be  ach ieved  

[SOURCE:  ISO/IEC 1 5026-1 :201 3,  3 . 1 . 1 ]  

  3.1 .2
ARGUMENT  
connected  series  of  CLAIMS  i n tended  to  establ i sh  an  overal l  CLAIM  

[SOURCE:  GSN  Commun i ty Standard  Version  1 :201 1 ,  0 . 3 ]  

  3.1 .3
CLAIM  
proposi t i on  be ing  asserted  by the  au thor that  i s  a  true  or false  s tatement  

[SOURCE:  GSN  Commun i ty Standard  Version  1 :201 1 ,  G lossary]  

  3.1 .4
CONFIDENCE  
qual i ty or  state  of  bei ng  certai n  that  the  ASSURANCE  case  i s  appropriate l y and  effecti ve l y 
structu red,  and  correct  

[SOURCE:  Defin i t ion  by:  Grigorova,  S. ,  &  Maibaum ,  T.  S.  E .  (201 3,  November) .  Taking  a  
page  from  the  l aw books:  Considering  evidence  weigh t  i n  evaluati ng  assurance  case  
conf idence.  I n  Software Reliability Engineering Workshops (ISSREW),  2013 IEEE 
International Symposium on  (pp.  387-390) .  I EEE.  Defin i ti on :  page  388]  

  3.1 .5
EVIDENCE  
i n formation  or  objecti ve  artefacts  being  offered  in  support  of  one  or more  CLAIMS  

[SOURCE:  GSN  Commun i ty Standard  Version  1 :201 1 ,  G lossary]  

  3.1 .6
MEDICAL DEVICE  
any i nstrument,  apparatus,  implemen t,  mach ine,  appl i ance,  implan t,  in vitro reagent  or  
cal ibrator,  software,  material  or  other s im i lar  or  re lated  art i c le:  

a)  i n tended  by the  manu factu rer to  be  used,  al one  or i n  combinati on ,  for  human  be ings  for  
one  or  more  of  the  speci f ic  purpose(s)  of:  

– d iagnosis ,  preventi on ,  mon i tori ng ,  treatment  or  al l eviation  of  d isease,  

– d iagnos is ,  mon i toring ,  treatment,  al l eviat ion  of  or  compensation  for an  in j u ry,  

– i nvestigation ,  replacement,  mod i f ication ,  or  support  of  the  anatomy or of  a  
phys io log ical  process,  

http://www.iso.org/obp
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– support i ng  or  sustain ing  l i fe ,  

– con trol  of  conception ,  

– d i s i n fection  of  MEDICAL DEVICES ,  

– provid ing  i n formation  for med ical  or  d i agnostic  pu rposes  by means  of  i n  vi tro  
exam ination  of  specimens  derived  from  the  human  body;  and  

b)  wh ich  does  not  ach ieve  i ts  primary i n tended  action  i n  or  on  the  human  body by 
pharmacolog ical ,  immunolog ical  or  metabol ic  means,  bu t  wh ich  may be  assis ted  i n  i ts  
i n tended  functi on  by such  means.  

Note  1  to  en try The  defi n i t i on  of  a  devi ce  for in vitro exam inati on  i ncl udes,  for example,  reagen ts,  cal i brators,  
sample  col l ect i on  and  s torage  devi ces,  con trol  material s ,  and  re lated  i nstruments  or apparatus .  The  i n formati on  
provi ded  by such  an  in vitro d i agnosti c  devi ce  may be  for d i agnosti c,  mon i tori ng  o r compati bi l i ty  pu rposes.  I n  some 
j u ri sd i ct i ons,  some in  vitro d i agnosti c  devi ces ,  i ncl ud i ng  reagen ts  and  the  l i ke,  may be  covered  by separate  
regu lati ons.  

Note  2  to  en try Products  wh i ch  can  be  consi dered  to  be  MED ICAL DEVI CES  i n  some j u ri sd i ct i ons  bu t  fo r  wh i ch  there  
i s  not  yet  a  harmon i zed  approach ,  are:  

‒  a i ds  for  d i sabl ed/hand icapped  people;  

‒  devi ces  for  the  treatment/d iagnosi s  of  d i seases  and  i n j u ri es  i n  an imals;  

‒  accessori es  for  MEDICAL  DEVICES  (see  Note  to  en try 3 ) ;  

‒  d i s i n fecti on  substances;  

‒  devi ces  i ncorporat i ng  an imal  and  human  t i ssues  wh i ch  can  meet  the  requ i rements  of  the  above  defi n i t i on  bu t  
are  subject  to  d i fferen t  con trol s .  

Note  3  to  en try Accessori es  i n tended  speci f i cal l y  by manu factu rers  to  be  used  together wi th  a  ‘ paren t’  MEDICAL 

DEVICE  to  enable  that  MEDICAL DEVICE  to  ach i eve  i ts  i n tended  pu rpose  shou l d  be  subj ect  to  the  same  GHTF 
procedu res  as  appl y to  the  MEDICAL DEVICE  i tsel f .  For example,  an  accessory wi l l  be  cl ass i f i ed  as  though  i t  i s  a  
MEDICAL DEVICE  i n  i ts  own  ri g h t.  Th i s  may resu l t  i n  the  accessory having  a  d i fferent  c l ass i f i cat i on  than  the  ‘ parent’  
devi ce.  

Note  4  to  en try Components  to  MEDICAL DEVICES  are  general l y  con tro l l ed  th rough  the  manu factu rer’ s  qual i ty  
management  system  and  the  con form i ty assessment  procedu res  for  the  devi ce.  I n  some j u ri sd i ct i ons,  components  
are  i ncl uded  i n  the  defi n i t i on  of  a  ‘MEDICAL  DEVICE ’ .  

[SOURCE:  I EC 80001 -1 :201 0,  2 . 1 4]  

  3.1 .7
RESPONSIBILITY AGREEMENT  
one  or more  documents  that  together fu l l y def ine  the  responsibi l i t i es  of  al l  relevan t  
stakeholders  

Note  1  to  en try Th i s  ag reement  can  be  a  l egal  document,  e . g .  a  con tract.  

[SOURCE:  I EC 80001 -1 :201 0,  2 . 21 ]  

  3.1 .8
RESPONSIBLE  ORGANIZATION  
en ti ty accoun table  for the  use  and  main tenance  of  a  MEDICAL IT-NETWORK  

Note  1  to  en try The  accoun table  en ti ty  can  be,  for  example,  a  h ospi tal ,  a  pri vate  c l i n i ci an  or a  te l eheal th  
organ i zati on .  

Note  2  to  en try Adapted  from  I EC  60601 -1 :2005,  3 . 1 01 .  

[SOURCE:  I EC 80001 -1 :201 0,  2 . 22]  

  3.1 .9
RISK  
combination  of  the  probabi l i ty of  occurrence  of  HARM  and  the  severi ty of  that  HARM  

[SOURCE:  IEC  80001 - 1 :201 0,  2 . 23]  
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  3.1 .1 0
RISK MANAGEMENT  
systematic  appl ication  o f  management pol ic i es,  procedures  and  practices  to  the  tasks  of  
anal yzi ng ,  evaluati ng ,  con tro l l i ng ,  and  mon i toring  RISK  

[SOURCE:  IEC  80001 - 1 :201 0,  2 . 28]  

  3.1 .1 1
SECURITY CAPABILITY  
broad  category of  techn ical ,  adm in is trati ve  or organ izational  con tro ls  to  manage  RISKS  to  
confidential i ty,  i n tegri ty,  avai labi l i ty and  accoun tabi l i ty of  data and  systems 

[SOURCE:  IEC  TR  80001 -2-8:201 6,  3 . 21 ]  

  3.1 .1 2
SECURITY CASE  
reasoned ,  aud i table  artefact  created  that  supports  the  conten tion  that  i ts  top- level  CLAIM  (or  
set  of  CLAIMS )  i s  sat isf ied ,  i nclud ing  structu red  and  expl ic i t  argumentati on  and  i ts  underl ying  
EVIDENCE  and  expl ici t  assumptions  that  support  the  CLAIM(s)   

Note  1  to  en try A  SECURI TY CASE  con tai ns  the  fo l l owi ng  and  thei r  re l ati onsh ips:   

 one  or more  CLAIMS  abou t  the  cri t i cal  property secu ri ty;  

 ARGUMENTs  that  l og i cal l y  l i nk the  EVIDENCE  and  any assumpti ons  to  the  CLAIM (s) ;   

 a  body of  EVIDENCE  and  poss ibl y  assumpti ons  support i ng  these  ARGUMENTs  for  the  CLAIM (s ) ;  

 j u st i f i cati on  of  the  choi ce  of  the  top- l evel  CLAIM  and  the  method  of  reason ing .  

[SOURCE:  I SO/IEC 1 5026-1 :201 3,  3 . 1 . 3 ,  mod i fi ed  — Adapted  and  amended  defi n i t i on  of  
“ASSURANCE  CASE”  speci f i cal l y address ing  securi ty as  the  cri t i cal  property]  

  3.1 .1 3
SECURITY CONTROL  
management,  operati onal ,  and  techn ical  con tro ls  ( i . e .  safeguards  or  countermeasures)  
prescribed  for an  in formation  system  to  protect  the  con fi den tial i ty,  i n tegri ty,  and  avai labi l i ty of  
the  system  and  i ts  i n formation  

[SOURCE:  FIPS Publ ication  1 99,  Append ix  A]  

  3.1 .1 4
SECURITY PATTERN  
a means  of  documenting  and  reus ing  successfu l  securi ty ARGUMENT  s tructu res  

[SOURCE:  Adapted  and  amended  def in i t i on  i n  Kel l y,  T.P. ,  &  McDerm id ,  J .A.  ( 1 997) .  Safety 
Case  Construction  and  Reuse  us ing  Patterns  1 6th  I n ternati onal  Conference  on  Computer  
Safety,  Re l i abi l i ty and  Securi ty (SAFECOMP'  97)  (pp.  55-69) :  Springer London ]  
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3.2  Abbreviated  terms 

ALOF Automatic  l ogoff  

AUDT Aud i t  con tro ls  

AUTH  Authori zation  

CNFS  Confi guration  of  securi ty featu res  

CSUP  Cyber securi ty product  upgrades  

DIDT Heal th  DATA de- identi f i cati on  

DTBK Data backup and  d isaster recovery 

EMRG  Emergency access  

IGAU  Heal th  data i n tegri ty and  au thentic i ty  

MLDP  Malware  protection /recovery 

NAUT Node  au thentication  

PAUT Person  au then tication  

PLOK Physical  l ocks  on  device  

RDMP  Th i rd  party componen ts  and  roadmaps  

SAHD  System  and  appl ication  harden ing   

SGUD  Securi ty gu i des  

STCF Heal th  data s torage  confiden tial i ty  

TXCF Transm ission  con fidential i ty  

TXIG  Transm ission  i n tegri ty  

MDM  MEDICAL DEVICE  manufacturer  

HDO Heal thcare  del i very organ i zation  

SDLC  System/software  development l i fecycle  

4 ASSURANCE case 

An  ASSURANCE  case  i s  a  structured ,  EVIDENCE  based  ARGUMENT  u sed  to  demonstrate  
CONFIDENCE  that  a  system  holds  a  particu lar cri t i cal  property.  ASSURANCE  cases  have  been  
common ly appl i ed  to  the  safety domain ,  speci fi cal l y addressing  safety concerns  for  systems,  
however the  use  of  ASSURANCE  cases  has  expanded  and  nowadays  address  other cri t ical  
properti es  such  as  dependabi l i ty,  re l i abi l i ty and  securi ty across  a  range  of  safety cri t i cal  
domains  such  as  au tomotive,  rai lway,  defence,  aviat ion  etc.  An  ASSURANCE  case  i s  cal led  a 
safety case  when  used  to  argue  the  safety of  a  system .  Sim i larl y they are  referred  to  as  
SECURITY CASES  and  dependabi l i ty cases  when  argu ing  securi ty and  dependabi l i ty 
respecti vel y.  

A SECURITY CASE  i s  requ i red  due  to  the  associated  securi ty RISK  re lated  propert ies  of  certai n  
MEDICAL DEVICES  where  CONFIDENCE  i s  requ i red  to  demonstrate  securi ty ASSURANCE  o f  such  
MEDICAL DEVICES .  

An  ARGUMENT  i s  a  connected  seri es  of  CLAIMS  i n tended  to  establ i sh  an  overal l  CLAIM .  Th is  
h ierarchy of  CLAIMS  presen ts  the  ARGUMENT  o f  a  SECURITY CASE .  The  ARGUMENT  i n  a  SECURITY 
CASE  shows  how a h igh - level  CLAIM  i s  supported  by a number of  ch i l d  CLAIMS ,  wh ich ,  i n  tu rn  
are  supported  by detai l ed  presentation  of  EVIDENCE .  I t  i s  the  combinati on  of  CLAIMS  and  
EVIDENCE  that  provide  CONFIDENCE  i n  the  overal l  h i gh  l evel  CLAIM  for  the  SECURITY CASE .  I n  
demonstrati ng  the  securi ty ASSURANCE  o f  a  MEDICAL DEVICE ,  i t  i s  d i ff i cu l t  to  see  the  adequacy 
of  the  EVIDENCE  (e . g .  test  resu l ts)  i f  no  ARGUMENT  supporti ng  the  CLAIM  o f  the  MEDICAL DEVICE  
ex ists .  Presenti ng  the  ARGUMENT  and  EVIDENCE  i n  a  s tructured  approach  reduces  the  
l ikel i hood  of  u ncertain ty and  al l ows  for  a  better  anal ys is  of  the  ach ievement of  the  set  of  
obj ecti ves  ( the  CLAIMS ) .  
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The  SECURITY CASE  a l so  provides  a mechan ism  for  capturi ng  supporti ng  i n formation  (by 
means  of  add i t ional  notations  wh ich  can  form  part  of  an  ARGUMENT)  i n  the  form  of  
assumptions,  j us t i f ications  and  context.  Th is  i n formation  supports  rationale  and  decis ion  
making  wh i l e  developing ,  i n terpreti ng  and  updating  the  SECURITY CASE .  

5 Use of  th is  document  

5.1  In tended  use  

The fo l l owing  subclause  ou tl ines  the  use  of  th is  document for  MDMS  and  HDOs.  

5.2  In tended  aud ience 

 In tended  purpose 5.2.1

This  document  i s  i n tended  to  suppl y MDMs and  HDOs  wi th  g u idance  for the  development,  
i n terpretation ,  updati ng  and  main tenance  of  SECURITY CASES .  I t  speci f i cal l y gu i des  MDMs,  
HDOs  and  other stakeholders  for  support i ng  a secu ri ty d ialogue  through  the  use  of  
ASSURANCE  cases  as  a shared  approach  between  al l  s takeholders.  Th is  documen t detai ls  the  
appl ication  of  SECURITY CASES  by provid ing  examples  wi th  the  use  of  Goal  Structure  Notati on  
(GSN)  wh i le  acknowledg ing  that  o ther annotations  and  other means  to  communicate  are  also  
appl icable.  

 MEDICAL DEVICE  MANUFACTURERS  (MDM)  5.2.2

This  document  provides  gu idance  to  MDMs  for developing  a SECURITY CASE  to  demonstrate  
CONFIDENCE  i n  the  ach ievement  of  I EC  TR 80001 -2-2  SECURITY CAPABILITIES  for  the  purpose  of  
provid i ng  HDOs wi th  the  appropriate  level  of  i n formation  to  adequate l y support  the  HDO’s  
RISK MANAGEMENT  o f  MEDICAL DEVICES  on  a  MEDICAL DEVICE  I T-network.  

A SECURITY CASE  shou ld  be  treated  as  a ‘ l i ving  document’  that  i s  con ti nuous l y developed  
main tained  and  updated  du ri ng  des ign ,  producti on  and  operation  of  a  MEDICAL DEVICE  

maintain ing  the  traceabi l i ty between  the  SECURITY CONTROLS ,  securi ty RISKs  and  the i r  
associated  SECURITY CAPABILITIES  CLAIMS .  Treati ng  a  SECURITY CASE  as  a  ‘ l i ving ’  document  
du ri ng  operation  of  a  MEDICAL DEVICE  wi l l  ai d  i n  gatheri ng  operational  i n formation  and  adopti on  
to  a  chang ing  th reat  landscape.  

A MDM  shou ld  commence developmen t of  the  SECURITY CASE  at  the  ou tset  of  the  
system /software  development  l i fecycle  (SDLC) .  

Usi ng  th is  documen t,  a  SECURITY CASE  wi l l  provide  a  traceabi l i ty matrix  between  i den ti f i ed  
securi ty RISKs  and  re lati ng  SECURITY CONTROLS  and  SECURITY CAPABILITIES .  

A SECURITY CASE  can  form  part  of  a  broader ASSURANCE  case  for a  MEDICAL DEVICE  address ing  
other system  cri t ical  properti es  such  as  safety,  re l i abi l i ty,  usabi l i ty etc.  

A SECURITY CASE  can  be  developed  by MDMs  to  demonstrate  the  securi ty ASSURANCE  o f  a  
MEDICAL  DEVICE  to  HDOs.  

The  SECURITY CASE  may act  as  a support  document to  the  Manu facture  D i sclosure  Statement  
(MDS

2
)  wh ich  also  u t i l i zes  I EC  TR 80001 -2-2  SECURITY  CAPABILITIES .  

I n  the  event  of  an  i nci den t  concern ing  a MEDICAL DEVICE ,  the  SECURITY CASE  i s  usefu l  for  
anal ys is  and  also  to  provide  i n formation/feedback to  HDOs.  
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 Heal thcare del ivery organizations (HDO)  5.2.3

ASSURANCE  cases  can  be  appl ied  to  any l evel  of  an  IT-network wh ich  can  support  the  en t i re  
HDO IT-network addressing  any network component  e . g .  the  rad io logy network,  network 
communicati on  components,  MEDICAL DEVICES ,  accessories  and  even  components  of  devices.   

HDOs can  use  the  SECURITY CASE ,  as  ou tl i ned  i n  th is  document,  to  form  part  of  a  broader 
ASSURANCE  case  addressing  add i t i onal  cri t i cal  properti es  such  as  safety,  re l i abi l i ty,  
main tainabi l i ty etc.  S im i larl y,  a  SECURITY CASE  for  one  MEDICAL DEVICE  on  an  IT-network can  
form  part  of  a  larger MEDICAL DEVICES  I T-network SECURITY  CASE .  

However,  a  CLAIM  “The  obj ect  xyz  i s  secure”  wi l l  not  make sense  i n  every case,  e. g .  on  a 
device  level ,  the  ach ievement of  requ i red  securi ty ASSURANCE  may depend  on  whether the  
device  i s  protected  by malware  protecti on  i n  the  network i n frastructure  or users  are  for  
i nstance  restricted  access  by organ i zati onal  po l icies.  I n  other words ,  acceptable  securi ty for  a  
MEDICAL DEVICE  I T-network requ i res  the  combined  effort  of  the  HDO,  MDM  and  other 
stakeholders.  

Securi ty i s  not  l im i ted  to  techn ical  measures  and  may also  requ i re  adm in istrati ve  measures  
e. g .  access  con tro ls  at  the  users  s i te  or  f i e ld  mon i toring  and  patch  processes  at  MDMs  s i te.  

SECURITY CASES  wi th  the i r  l ayered  approach  are  a means  to  cope  wi th  such  complex  
s i tuati ons .  I n  general ,  i t  i s  a  best  practice  to  s tart  on  a  l evel  that  a  HDO has  chosen  as  i ts  
obj ect  to  appl y RISK MANAGEMENT  to .  Th is  m ight  be  part  of  a  med ical  I T-network and  so  the  
CLAIM  m igh t  be  “Th is  part  of  the  med ical  I T-network i s  secure”.  Th is  CLAIM  wi l l  then  be  
supported  by a  set  of  ARGUMENTS  wh ich  wi l l  eventual l y l ead  to  a  CLAIM  for  a  s i ng le  MEDICAL 

DEVICE  that  i s  part  of  the  med ical  I T-network.  However,  th is  CLAIM  for  a  speci f i c  MEDICAL 

DEVICE  i s  not  necessari l y “the  MEDICAL DEVICE  xyz  i s  secure”  bu t  i nstead  the  CLAIM  may be  for  
a  speci fi c  (set  of)  property (properti es)  of  the  MEDICAL DEVICE .  Typical  propert i es  of  a  MEDICAL 

DEVICE  that  re late  to  secu ri ty are  g i ven  i n  I EC  TR 80001 -2-2 .  

HDO’s  shou ld  use  th is  document  for  one  or more  of  the  fo l l owing :  

a)  evaluate  a SECURITY CASE  to  determ ine  the  exten t  of  ach ievement of  the  I EC  TR 80001 -2-2  
SECURITY CAPABILITIES  for  a  particu lar MEDICAL DEVICE ;  or  

b)  develop a complete  SECURITY CASE  for  a  MEDICAL  DEVICE  on  an  IT-network,  as  per C lause  
5;  or  

c)  fu rther develop  a received  MDM  SECURITY CASE  to  i ncl ude  add i t i onal  speci fi c  
th reats/vu lnerabi l i t i es  re lated  to  the  envi ronment and  also  EVIDENCE  o f  any operati onal  or  
adm in i strat i ve  contro ls  implemented  i n  the  operati onal  envi ronment.  

The  i n formation  con tained  in  a  SECURITY CASE  wi l l  support  HDO decis i on  makers  i n  
determ in ing  the  fo l lowing :  

a)  establ ish ing  su i tabi l i ty of  a  MEDICAL DEVICE  for  a  speci f ic  envi ronment;  

b)  i denti fyi ng  use-envi ronmen t securi ty RISKs  wh ich  may requ i re  RISK  treatment (based  on  
i n formation  provided  by a  MDM  SECURITY CASE ) ;  

c)  knowledge  and  understand ing  of  des i gn  choices  taken  by MDM;  

d )  knowledge  of  understand ing  of  acti ons  requ i red  by HDO to  main tain  a MEDICAL DEVICE  as  
per  the  documen ted  i n tended  use;  

e)  improved  knowledge  and  understand ing  of  network RISK  MANAGEMENT requ i rements  based  
on  MDMs i n formation .  

I n  the  event  of  an  i nciden t  concern ing  a  MEDICAL DEVICE ,  the  SECURITY CASE  i s  usefu l  for  
anal ys is  of  such  i nci dents  and  also  for the  pu rpose  of  i n formation  shari ng  / feedback to  
MDMs.  
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 Other stakeholders  5.2.4

Stakeholders  ( i nvolved  i n  conform i ty assessment,  cert i f ication ,  regu lat ion ,  acqu is i t i on  or  aud i t)  
can  evaluate  the  SECURITY CASE  to  determ ine  the  extent  of  ach ievement  of  the  top- level  CLAIM  
(establ ishment of  the  SECURITY CAPABILITIES )  by the  MEDICAL DEVICE  and  whether  th is  
ach ievement  i s  demonstrated  wi th i n  the  al l owable  uncertain ty or  RISK  and  any re lated  
consequences.  The  resu l ts  regard ing  the  top- level  CLAIM  and  i ts  support  al ong  wi th  re lated  
uncertai n t i es  and  consequences  consti tu te  a basis  for  rat ional l y manag ing  RISK,  ach ieving  
g rounds  for  appropriate  CONFIDENCE ,  and  aid i ng  i n  decis ion  making .  

6 General  gu idel ines  

6.1  General  

The fo l l owing  gu ide l i nes  appl y when  developing  and  in terpreti ng  a SECURITY CASE :  

a)  The  componen ts 4)  o f  a  SECURITY CASE  shou ld  be  unambiguous,  i den ti f i able,  and  
accessible.  

b)  Each  component  shou ld  be  un iquel y i denti f ied  and  shou ld  be  able  to  have  i ts  ori g in  
i denti f ied ,  i ts  h i s tory ascertained,  and  i ts  i n tegri ty  assured .  

c)  Detai l ed  supporting  arti facts ,  wh ich  have  been  developed  e lsewhere,  shou ld  be  i den ti f i ed  
i n  the  “context 5) ”  componen t  and  shou ld  be  accessible .  

d )  For each  componen t,  the  componen t's  con ten ts,  the  i n formation  re lated  to  i t ,  and  the  o ther  
components  wi th  wh ich  i t  has  re lati onsh ips  shou ld  be  i den ti f i able  and  accessible .  

e)  For each  componen t,  i ts  description  and  requ i red  components ,  e. g .  EVIDENCE  for  CLAIMS  
and  re lated  i n formation  such  as  test  case  resu l ts ,  shou ld  be  identi f i able  and  accessible.  

f)  Where  a part icu lar SECURITY CAPABILITY  i s  deemed  necessary6) ,  a  CLAIM  re lating  to  the  
establ i shmen t of  that  SECURITY CAPABILITY  shou ld  be  developed .  

g )  For each  SECURITY CAPABILITY,  a  SECURITY PATTERN  (as  ou tl i ned  i n  C lause  7)  wh ich  
comprises  of  a  number of  speci fi c  componen ts  shou ld  be  u t i l i zed .  

6.2  Overview of  the SECURITY CASE  framework 

The  fo l l owing  i ncludes  recommendations  for  the  use  of  th is  document:  

a)  Al l  1 9  SECURITY CAPABILITIES  shou ld  be  cons idered  for i nclus ion  i n  the  SECURITY CASE  
g i vi ng  consideration  to  the  ‘ user needs’ ,  i n tended  use,  operati onal  envi ronment,  
i n terfaces,  i den ti f i ed  RISKS  functi onal i ty etc.  

b)  Where  a  SECURITY CAPABILITY  i s  not  requ i red  (due  to  any of  the  considerations  i n  a) ) ,  
j ust i f icati on  for  om ission  shou ld  be  documen ted  i n  the  SECURITY CASE .  

c)  Selecti on  of  a  SECURITY CAPABILITY  i s  j ust i f i ed  by the  MEDICAL DEVICE  assets  protected  by 
that  SECURITY CAPABILITY.  

d )  Threats/vu lnerabi l i t i es  wh ich  are  i den ti f i ed  du ring  RISK MANAGEMENT  shou ld  be  presented  
i n  the  SECURITY CASE  wh ich  i s  developed  un t i l  an  adequate  so lu tion  for m i ti gation  
(SECURITY CONTROL)  i s  i den ti f i ed .  

e)  The  i ncl us ion  of  the  associated  impact  or  consequence  i s  also  documented  (as  context)  
on  the  SECURITY CASE .  

___________ 

4)  I SO/IEC  1 5026-2  uses  the  term  “components”  for  the  main  parts  of  the  SECURI TY CASE  to  describe  the  s tructu re  
and  conten ts .  

5)  Context  may i ncl ude,  bu t  i s  no t  restri cted  to ,  defi n i t i ons  of  the  terms  used,  descri pt i on  of  envi ronment  con text ,  
ou tpu t  from  th reat  and  vu l nerabi l i ty  i den ti f i cati on  pract i ces  and  the  i den ti t i es  of  en t i t i es  responsibl e  for  a  
component’ s  deve lopment  o r  main tenance.  

6)  Based  on  commun icated  ‘ user needs’  and  resu l ts  from  requ i rements  gatheri ng  and  RISK  m anagement  act i vi t i es .  
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f)  The  SECURITY PATTERN  i ncludes  the  SECURITY CONTROLS  that  are  se lected  to  m i ti gate  the  
associated  th reat  or  vu lnerabi l i ty ( to  support  the  SECURITY CAPABILITY) .  SECURITY CONTROLS  
requ i red  to  establ i sh  the  SECURITY CAPABILITIES  may be  se lected  from  IEC  TR 80001 -2-8.  
IEC TR  80001 -2-8  provides  a catalogue  of  SECURITY CONTROLS  for  each  SECURITY 

CAPABILITY.   

g )  Selection  of  SECURITY CONTROLS  i s  based  on  the  MEDICAL DEVICE  i n tended  use,  operational  
envi ronment,  con text  and  RISK  acceptabi l i ty cri teria.   

h )  SECURITY CONTROLS  shou ld  be  appl i ed  un t i l  the  residual  RISK i s  deemed  acceptable  based  
on  the  RISK  acceptabi l i ty po l i cy.  

i )  MDMs may document the  EVIDENCE  i n  the  SECURITY CASE  (e. g .  test  resu l ts ,  reports,  etc. )  or  
provide  reference  to  i t.  

j )  Determ ination ,  se lection ,  acceptabi l i ty and  sharing  of  EVIDENCE  i s  an  agreement  among  
the  re levant  s takeholders .  Such  i n formation  shou ld  be  documented  and  may form  part  of  a  
stakeholder RESPONSIBI LI TY AGREEMENT.  

k)  The  sharing ,  exten t  and  use  of  proprietary i n formation  wi th i n  a SECURITY CASE  shou ld  also  
be  documented  and  form  part  of  a  stakeholder  RESPONSIBILITY AGREEMENT .  

l )  I t  i s  recommended  that  MDMs  us i ng  th is  framework suppl y the  SECURITY CASE  to  HDOs  
wi th  the  MEDICAL DEVICE .  

m )  With  th is  i n formation ,  HDOs  shou ld  identi fy the i r  ‘ on -si te’  SECURITY CONTROLS  (e . g .  
po l i ci es,  procedures  etc. )  for  the  MEDICAL DEVICE  on  the  IT-network.  The  SECURITY CASE  i s  
main tained  i n  order to  show any add i t i onal  EVIDENCE  i n  terms  of  add i t i onal  of  
implementation  of  I T-network SECURITY CONTROLS .  

n )  The  SECURITY CASE  shou ld  form  part  of  HDO RISK  MANAGEMENT  f i l e  (RMF)  and  shou ld  be  
main tained  and  updated  as  necessary.  The  SECURITY CASE  may also  be  usefu l  as  a  
mechan ism  for  feedback to  MDMs i n  the  case  of  an  i nci dent,  i denti f i ed  unacceptable  RISKS  
or  change  regard ing  the  I T-network.  

Clause  7  provides  i nstructi ons  for developing  the  SECURITY CASE  wi th  the  incl us ion  of  a  
SECURITY PATTERN .  

6.3  Notation  

 Components of  a  SECURITY CASE  6.3.1

This  clause  ou tl i nes  the  components  of  a  SECURITY CASE  i n  notati on  form  along  wi th  
associated  extensions.  Al l  components  are  requ i red  i n  developing  the  SECURITY CASE .  A 
SECURITY CASE  requ i res  a  s tructured  ARGUMENT  (h ierarchy of  CLAIMS )  supported  by EVIDENCE .  
There  are  numerous  formats  and  notation  types  that  can  be  used  for developing  the  SECURITY 
CASES .  As  an  example,  th is  document  uses  Goal  Structure  Notation  (GSN)  to  present  the  
SECURITY  CASE .  GSN  i s  not  a  too l  bu t  a  mature  notation ,  s tandard ised  and  widel y used  [6] . 7)  
Th is  notati on  has  also  been  extended  to  al l ow for abstracti ons  to  support  patterns  of  re-
usable  reason ing .  

 Goal  6.3.2

A goal  i s  a  CLAIM  or  propos i t i on  to  be  assured  about  a  particu lar MEDICAL DEVICE  and  i s  a  true-
false  s tatement.  I t  may be  accompan ied  wi th  supporti ng  componen ts  such  as  “Assumption” ,  
“Justi f i cati on”  or  “Context”.  W i th i n  the  SECURITY CASE ,  CLAIMS  are  supported  by sub-CLAIMS  
where  the  set  of  sub-CLAIMS  make  up the  body of  the  ARGUMENT .  F i gu re  1  be low shows  the  
SECURITY CASE  top- level  CLAIM .  The  ARGUMENT  describes  the  re lati onsh ip  between  the  CLAIM  
and  the  EVIDENCE  and  i s  therefore  cri t ical  for  the  establ i shment of  CONFIDENCE  i n  the  EVIDENCE  
obtai ned .  

___________ 

7)  Numbers  i n  square  brackets  re fer to  the  bi bl i og raphy.  
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Th is  SECURITY CASE  framework u ti l i zes  a SECURITY PATTERN .  The  use  of  a  SECURITY PATTERN  
provides  a repeatable  process  to  develop  the  SECURITY CASE  wh i l e  main tain ing  the  s tructure  
for the  SECURITY CASE .  An  i nstan tiated  SECURITY PATTERN  may be  reusable  from  one  SECURITY 
CASE  to  another  or  wi th i n  a SECURITY CASE .  

  

Figure 1  – Example GOAL  ( top- level )  

 Strategy 6.3.3

The  strategy describes  the  natu re  of  the  reason ing  that  exis ts  between  a  CLAIM  and  i ts  sub-
CLAIMS .  F igu re  2  shows  the  s trategy wh ich  i s  used  i n  the  SECURITY CASE  f ramework to  l i nk the  
top- level  CLAIM  to  the  ARGUMENT.  

 

Figure 2  – Example strategy 

 Justi fication  6.3.4

Because  the  choice  of  a  CLAIM  i s  cri t ical  to  meet  the  obj ecti ve  of  the  SECURITY CASE  some 
CLAIMS  wi l l  requ i re  j ust i f ication  for thei r  se lecti on .  I n  order  to  provide  CONFIDENCE  i n  the  
reason  for se lecti on  (or non-se lection)  and  establ i shment  of  SECURITY CAPABILITIES ,  
j ust i f ication  for non-selecti on  of  SECURITY CAPABILITIES  i s  requ i red  i n  every case.  Where  i t  i s  
j ust i f i ed  that  a  particu lar  SECURITY CAPABILITY  i s  not  requ i red ,  the  SECURITY PATTERN  wi l l  not  be  
developed  any fu rther.  F i gure  3  shows  an  example  of  how j usti f i cation  uses  the  RISK  anal ys is  
resu l ts  to  j usti fy the  non-selection  of  a  part icu lar  SECURITY CAPABILITY.  

 

Figure 3  – Example just i fi cation  

 Context  6.3.5

Because  the  choice  of  a  top- level  CLAIM  and  i ts  property i s  cri t ical  i n  order to  meet  the  
obj ecti ve  of  a  SECURITY CASE ,  the  con text  i n  wh ich  the  CLAIM  or  reason ing  s tep i s  made  shou ld  
be  captured .  A top- level  CLAIM  shal l  have  an  associated  con text  ou tl i n i ng  the  user need ,  
i n tended  use,  operati onal  envi ronment  etc.  F i gure  4  shows  an  example  of  a  con text  
component  wi th  reference  to  system  description ,  i n terfaces,  boundaries  and  assets .  

IEC  

IEC  

IEC  



 – 1 8  – IEC  TR  80001 -2-9:201 7  © I EC  201 7  

 

Figure 4  – Example context  

 Solution  (EVIDENCE)  6.3.6

An  ARGUMENT  con t i nues  un t i l  a  CLAIM  or  sub-CLAIM  i s  supported  by EVIDENCE  to  support  the  
tru th  of  that  CLAIM .  Asserted  EVIDENCE  for  al l  ARGUMENTs  wi th i n  the  SECURITY CASE  provides  
CONFIDENCE  i n  the  top- level  goal  (CLAIM ) .  Fi gure  5  shows  an  example  of  EVIDENCE  re lat i ng  to  
the  i den ti f i ed  th reats  and  vu lnerabi l i t i es .  

 

Figure 5  – Example solution  (EVIDENCE)  

 Stakeholder 6.3.7

This  i s  a  form  of  con text  symbol  wh ich  i s  used  to  i nd icate  the  s takeholders  ou tl in i ng  any  
communicated  SECURITY CAPABILITIES  associated  in  some way wi th  the  goal  to  wh ich  i t  i s  
attached .  Figure  6  shows  an  example  of  a  s takeholder componen t  wi th  reference  to  SECURITY  
CAPABILITIES  that  may have  been  speci fi ed  by HDO.  

 

Figure 6  – Example stakeholder  

 Notation  extensions  6.3.8

Table  1  be low fu rther expands  the  notation  wi th  a  set  of  notation  extens ions.  

Table  1  – Notation  extensions  

Extension  Description  

 

SupportedBy 

Li ne  wi th  rendered  arrowhead  i nd i cati ng  an  i n ferent i al  o r evi den ti al  
re l at i onsh ip.  

 

I nContextOf  

Li ne  wi th  hol l ow arrowhead  i nd i cati ng  a  con textual  re l at i onsh i p.  

 

An  arrow wi th  a  black dot  i nd i cates  mu l t i pl i ci ty  (zero  to  many)  
expressed  i n  n.  

 

A d iamond  expressi ng  the  need  for  fu rther development  wi th  sub-
CLAIMS  or  EVIDENCE .  

 
Th is  i nd i cates  the  need  to  i nstan ti ate  or  replace  a  component  wi th  an  
actual  document  or  f i n d i ngs  etc.  

 

A black d iamond  i nd i cates  opti onal i ty.  

 

IEC  
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7 Developing  the SECURITY CASE  

This  clause  ou tl ines  the  steps  requ i red  to  develop a  SECURITY CASE  to  demonstrate  
CONFIDENCE  i n  the  establ ishment  of  I EC TR  80001 -2-2  SECURITY CAPABILITIES .  F i gure  7  and  
Table  2  (SECURITY CASE  l ead ing  components)  and  Figure  8  and  Table  3  (SECURITY CASE  
pattern)  below presen ts  the  reusable  SECURITY PATTERN  s teps  i n  thei r  h ierarch ical  format.  

The  SECURITY PATTERN  (Steps  1 0  th rough  Step 24  below)  shou ld  be  repeated  (each  wi th  
un i quel y i denti f i able  ID ’s )  for  each  of  the  1 9  SECURITY CAPABILITIES  from  IEC  TR 80001 -2-2  to  
develop the  ent i re  SECURITY CASE  by demonstrati ng  CONFIDENCE  i n  each  of  the  SECURITY 
CAPABILITIES .  CONFIDENCE  i s  demonstrated  when  res idual  RISK  meets  the  cri teria of  the  
speci f ied  RISK  acceptabi l i ty po l i cy th rough  the  implementati on  of  SECURITY  CONTROLS .  

 

Figure 7  – Lead ing  components  – Steps 1  through  9  

IEC  
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Table  2  – SECUR iTY CASE  steps 1  th rough  9  

Step  ID  Description  Notation  

1  G1  Goal 

State  the top  CLAIM  

Th is  i s  the  top  g oal  fo r  the  SECURI TY 
CASE  wh i ch  CLAIMS  th at  a  part i cu lar 
devi ce,  devi ce  [#] ,  i s  secure  for a  
part i cu lar envi ronment,  envi ronment  
[#] .    

2  CON1  InContextOf 

What  i s  Device  [#]?  

Th is  con text  component  shou ld  
describe  the  MED ICAL  DEVICE ,  
i n terfaces,  boundari es  etc.  

Where  a  protecti on  prof i l e  (PP)  i s  
requ i red ,  o r an  eval uati on  ASSURANCE  
l evel  (EAL)  i s  ass i gned  to  a  MEDICAL  

DEVICE ,  th i s  shou l d  be  i ncl uded  here  
as  a  rat i onale  for 
sel ect i on /appl i cati on  of  SECURI TY 
CONTROLS .  

 

3  CON2  InContextOf 

What  are  the  SECURITY CAPABI LI T IES?  

Reference  to  parent  s tandard  for  
SECURITY CAPABILI TI ES  – 
I EC  TR  80001 -2-2.  

 

4 CON3  InContextOf 

What  i s  acceptable  RISK  for  Device 
[#]?  

Th is  con text  i n formati on  shou l d  detai l  
acceptabl e  RISK  and  reference  a  RISK  
acceptabi l i ty  cri teri a  po l i cy.  

 

5  CON4  InContextOf 

What  i s  the  i n tended  use  for  Device 
[#]?  

Th is  con text  component  shou ld  
ou tl i ne  i n formati on  pertai n i ng  to  the  
i n tended  use  of  the  MED ICAL DEVICE  

[#] ,  operati onal  envi ronment,  n etwork 
s tructu re,  etc.   

 

6  CON5  InContextOf 

What  i s  the  platform  for  Devi ce [#]?  

Th is  con text  component  shou ld  
ou tl i ne  i n formati on  pertai n i ng  to  
assumpti ons  re lat i ng  to  the  i n tended  
platform  host i ng  MEDICAL DEVICE  [#] .  
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Table  2  – SECUR iTY CASE  steps 1  th rough  9  (continued) 

Step  ID  Description  Notation  

7 CON6  InContextOf 

What  assets  i s  Devi ce  [#]  protect i ng?  

Th i s  con text  i n formati on  shou l d  detai l  
al l  i den t i f i ed  assets  for  Devi ce  [#] .  

 

8  SH1  Stakeholder 

What  SECURI TY CAPABI LI TI ES  ( i f  any)  
were  commun icated  by HDO for 
Devi ce  [#]?  

I n formati on  regard i ng  HDO or HDO 
securi ty  requ i rements  shou l d  be  
i ncl uded  ( referenced  to)  h ere.   

 

9  S1  Strategy 

What  s trategy i s  adopted  to  support  
G1 ?  

Apply a  s trategy to  address  al l  1 9  
secu ri ty  f rom  I EC  TR  80001 -2-2  
capabi l i t i es .   
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Figure 8  – SECURITY CAPABILITY  pattern  
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Table  3  – SECURITY CASE  steps 1 0  through  26  

Step  ID  Description  Notation  

1 0  G2  Goal 

Address  SECURITY CAPABILITY  
[#]  

For each  SECURI TY CAPABI LI TY,  
a  CLAIM  to  speci f i cal l y  add ress  
each  one  shou ld  be  i ncl uded.  

The  arrow wi th  a  b lack dot  
i nd i cates  there  are  1 9  (n)  
SECURITY CAPABILI TI ES  wh i ch  
shou ld  be  addressed  
i nd i vi dual l y.  

 

 

 

1 1  CON7  InContextOf 

What  i s  SECURITY CAPABILI TY  
[#]  

I ncl ude  or  make  reference  to  
the  descri pt i on  of  SECURI TY 
CAPABIL I TY  [#]  i ncl ud i ng  
requ i rement  goal ,  user need.  

 

1 2  G3  

Or 

G4  

Goal – Optionality 

Assert  to  establ ish  or  omi t  
the  SECURITY CAPABILITY  

Ei ther G3  or G4  ch i l d -goal  
shou ld  be  developed  here.  The  
black d iamond  represen ts  
opti onal i ty  (G3  or  G4) .  

 

1 3  J 1  Justification 

Why i s  SECURITY CAPABILI TY  [#]  
not  requ i red?  

The  reason  SECURI TY CAPABI LI TY  
[#]  has  not  been  selected  
shou ld  be  i ncl uded  as  a  
j us t i f i cati on  for  the  CLAIM  G3.  

 

1 4  J 2  Justification 

Why i s  SECURITY CAPABILI TY  [#]  
requ i red?   

Detai l s  of  the  asset(s)  wh i ch  
SECURITY CAPABILI TY  [#]  protects  
shou ld  be  i ncl uded  here  as  
j usti f i cati on  for  G4.   

1 5  CON7  InContextOf 

What  threats/vu lnerabi l i t i es  
were  i denti fi ed?  

For SECURITY CAPABI LI TY  [#] ,  
i ncl ude  (or make  reference  to)  
al l  defeati ng  th reats/ 
vu l nerabi l i t i es  i den t i f i ed .  
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Table  3  – SECURITY CASE  steps 1 0  through  26  (continued)  

Step  ID  Description  Notation  

1 6  A1  Assumption 

Support  the  val id i ty of  S2  

S2 rel i es  on  the  assumpti on  that  
the  process  of  RI SK  
i den t i f i cat i on  has  been  carri ed  
ou t.  Th i s  may i ncl ude  
respons ibl e  person  name,  date  
RISK  i den t i f i cat i on  commenced,  
completed  etc.  

 

1 7  G5  Goal 

For the  i denti fi ed  
threats/vu lnerabi l i ti es,  what  
l evel  of  RISK  remains?   

CLAIM  th at  no  unacceptabl e  
RISKs  remain  for  SECURI TY 
CAPABIL ITY  [#] .   

 

1 8  Sn1  

 

 

 

 

 

 

 

 

 

OR  

Optionality/Solution 

Where no  unacceptable  RISKs  
exist,  EVIDENCE  shou ld  be  
provided  to  support  th i s.  

(n=0)  

I n  order to  provide  CONFIDENCE  
i n  th i s  asserti on  (G5) ,  so l u t i on  
Sn1  shou ld  be  i nstant i ated .  
Records  of  th reat/vu l nerabi l i ty  
l og  shou ld  be  i ncl uded  to  
i nd i cate  no  remain i ng  
unacceptabl e  RISKs.  

For al l  remain i ng  RISKs  
requ i r i ng  RISK  reduct i on ,  G6  
shou ld  be  developed .  

 

1 9  G6  Optionality/Goal  

Where unacceptable  RISK  
exists,  what  
th reats/vu lnerabi l i t i es  requ i re  
RISK  reduction?  

Each  th reat/vu lnerabi l i ty  
presenti ng  unacceptable  RISK  
shou ld  be  expl i c i t l y  s tated  here  
to  be  addressed  i n  the  fo l l owing  
sub-goals .   

When  devel opi ng  the  SECURI TY 
CASE  there  may be  a  n umber o f  
CLAIMS  i n  paral l e l  to  th i s  
depend ing  on  the  number of  
th reats  and  vu l nerabi l i t i es  
requ i ri ng  RISK  t reatment.  Th i s  i s  
i nd i cated  by the  arrow wi th  a  
black dot  and  n > 0 .  
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Table  3  – SECURITY CASE  steps 1 0  through  26  (continued)  

Step  ID  Description  Notation  

20  CON9  InContextOf 

What  i s  the  associated  
consequence of  th i s?  

Detai l s  of  consequence  
associated  wi th  i den ti f i ed  
th reats/vu l nerabi l i t i es  (and  
unacceptabl e  RISK)  shou ld  be  
i ncl uded  (or  referenced  to )  i n  
con text  of  G6.  

 

21  S3  Strategy 

Change the  strateg y to  
address  the  SECURITY 
CONTROLS  

The  strategy of  the  ARGUMENT  
shou ld  change  to  add ress  RISK  
con trol  measu res  for  
th reat/vu lnerabi l i ty  [#] .  

 

22  G7  

 

 

 

 

 

 

 

G8  

Goal 

What  SECURITY CONTROLS  
reduce the  RISK  associated  
wi th  threat/vu lnerabi l i ty [#]?  

For each  m i t i gat i ng  SECURITY 
CONTROL,  assert  that  SECURI TY 
CONTROL  [#]  has  been  
implemented .  

 

AND  

 

When  devel opi ng  the  SECURI TY 
CASE  there  may be  a  n umber o f  
CLAIMS  i n  paral l e l  to  th i s .  
SECURITY  CONTROLS  shou l d  be  
appl i ed  un t i l  the  res idual  RI SK  i s  
deemed  to  be  acceptable.  

 

23  CON_1 0  InContextOf 

I den t i fy  the  source  for  the  
selected  SECURITY CONTROL  to  
support  CLAIM  G7.  

I ncl ude  (or  reference)  the  
sou rce  of  the  SECURI TY CONTROL  
se l ected .  
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Table  3  – SECURITY CASE  steps 1 0  through  26  (continued)  

Step  ID  Description  Notation  

24  Sn2  Solution 

Provide EVIDENCE  o f  the  
implementation  of  the  
SECURITY CONTROL  

For each  m i t i gati ng  SECURITY 
CONTROL,  provide  reference  or  
traceabi l i ty  to  veri f i cat i on  
report(s) .  

 

25  G8   Goal 

Have any new unacceptable  
threats  /vu lnerabi l i t i es  been  
i n troduced  wi th  the 
implementation  of  SECURITY 
CONTROL  [#]?  

For each  m i t i gat i ng  SECURITY 
CONTROL,  assert  that  newl y 
i n troduced  
th reats/vu l nerabi l i t i es  are  not  
present.   

 

26  Sn3  Solution 

No newly i n troduced  
unacceptable  threats  /  
vu lnerabi l i t i es  i denti fi ed  

Provide  EVIDENCE  to  show that  
al l  RISKs  have  been  reduced  to  
an  acceptable  l evel .  

NOTE   Where  a  n ew th reat  /  
vu l n erab i l i ty  i s  i n t roduced ,  revert  to  
CLAIM  G 5  and  repeat  th e  s teps  i n  
th e  SECURITY CASE .  

 

 

The complete  SECURITY CASE  s tructu re  i s  shown  i n  F igure  9.  The  components  shaded  
represent  the  resuable  SECURITY  PATTERN .  
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Figure 9  – SECURITY CASE  structure  
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8 SECURITY CASE change management  

A SECURITY CASE  shou ld  be  treated  as  a  l i ve  document  refl ecti ng  the  curren t  s tate  of  the  
securi ty of  a  MEDICAL DEVICE  or  a  MEDICAL DEVICE  I T-network.  For the  pu rposes  of  traceabi l i ty,  
change  management procedures  shou ld  be  appl ied  to  refl ect  th is  SECURITY CASE  l i fecycle.  A 
s imple  change  management or  document revis i on  system  wou ld  su ffi ce  i n  main tain ing  th is .  
Where  i t  i s  s impl y the  con text  or  EVIDENCE  that  changes  th is  shou ld  be  made c lear by the  
reference  or  c i tat ions  shown  wi th in  the  con text  or  so lu tion  componen ts.  

The  SECURITY CASE  can  be  revised  by 1 )  ed i t i ng  a component  of  the  SECURITY CASE ,  2)  add ing  
a new componen t  or  3)  removing  a component.  

Examples  of  when  a SECURITY CASE  shou ld  be  revised  i nclude  the  fo l lowing  non -exhaustive  
scenarios:  

a)  the  supporti ng  i n formation  used  to  i n form  the  development of  the  SECURITY CASE  changes  
e. g .  changes  to  the  i n tended  use  of  a  MEDICAL DEVICE ,  operati onal  envi ronment,  i n terfaces  
etc. ;  

b)  an  i nciden t  occurs  wh ich  requ i res  reporting  and/or m i ti gation ;  

c)  a  MEDICAL DEVICE  i s  added  to  a MEDICAL DEVICE  I T-network;  

d )  a  MEDICAL DEVICE  i s  removed  from  a  MEDICAL DEVICE  I T-network;  

e)  add i t i onal  SECURITY CAPABILITIES  or  other SECURITY CONTROLS  are  requ i red  to  fu rther 
protect  MEDICAL DEVICE  assets;  

f)  add i t i onal  SECURITY CAPABILITIES  or  o ther SECURITY CONTROLS  are  requ i red  as  a  resu l t  of  a  
change  to  the  MEDICAL DEVICE  I T-network;  

g )  add i t i onal  securi ty capabi l i t i es  or  o ther SECURITY CONTROLS  are  requ i red  as  a  resu l t  of  new 
threats/vu lnerabi l i t i es  ari s i ng  from  al ready establ i shed  SECURITY CONTROLS ;  

h )  add i t i onal  SECURITY CAPABILITIES  or  o ther SECURITY CONTROLS are  requ i red  as  a resu l t  of  
ongoing  RISK MANAGEMENT  acti vi t ies ,  where  new RISKS  wi th  poten tial  to  impact  a  MEDICAL 

DEVICE  or  MEDICAL DEVICE  I T-network are  identi f i ed .  
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Annex A 
( in formative)  

 
Exemplar SECURITY PATTERNS  

A.1  General  

The fol l owing  are  examples  of  a  SECURITY PATTERN  for  the  SECURITY CAPABILITIES  person  
au thenticati on  (PAUT) ,  au tomatic  l ogoff  (ALOF)  and  aud i t  con trols  (AUDT) .  Fi gure  A. 1 ,  F i gu re  
A. 2  and  F igure  A.3  reference  I EC  TR 80001 -2-8  as  the  resource  for se lecti on  of  SECURITY 
CONTROLS .  I EC  TR  80001 -2-8  presen ts  a catalogue  of  SECURITY CONTROLS  f rom  a number of  
securi ty s tandards.  These  SECURITY CONTROLS  can  be  used  to  establ ish  each  of  
IEC  TR  80001 -2-2  SECURITY CAPABILITIES .  

These  examples  are  not  exhausti ve  i n  covering  a  MEDICAL DEVICE  or  an  en ti re  med ical  I T-
network.  Rather,  they show a “core  path”  to  a  speci f ic  property of  a  MEDICAL DEVICE ,  a  
SECURITY CAPABILITY,  and  fu rther develop to  detai l s  of  the  MEDICAL DEVICE  that  are  re lated  to  
that  SECURITY CAPABILITY.  I t  i s  assumed  that  showing  th is  core  path  provides  an  example  that  
i s  usefu l  for  both  HDOs  and  MDMs.  

A.2  Exemplar SECURITY PATTERN  for person  authentication  (PAUT)  — SECURITY 

CAPABILITY  PAUT establ ished  by MDM for a  medical  system 8)  

A.2.1  Goal  G6:  Replay attack mi tigated  

Context  CON9:  Attacker  attempts  to  replay l og i n  

Goal  G7:  Detect  replay attacks  

Solution  Sn4:  Implement  the  con tro l  as  def ined  i n  I SO/IEC 1 5408-2  – FTP_RPL  

A.2.2  Goal  G8:  ‘Man-in -the-middle’  attack m i t igated  

Context  CON1 1 :  Attacker attempts  to  i n tercept  commun ication  

Goal  G9:  Detect  ‘man- i n - the-m idd le ’  attacks  

Solution  Sn5:  Implemen t  the  cryptog raphy con tro l  as  defi ned  i n  I EC  62443-3-3,  SR  4. 3  

A.2.3  Goal  G1 0:  Brute  force  attack m i tigated  

Context  CON1 3:  Attacker attempts  to  bru te  force  passwords  

Goal  G 1 2:  Detect  bru te  force  attacks  

Solution  1 ,  Sn6:  Implement  ‘ unsuccessfu l  log in  attempt’  con tro l  as  defi ned  in  I EC  62443-3-3,  
SR  1 . 1 1  

Solution  2 ,  Sn6:  Implemen t ‘Streng th  of  password-based  au then tication  con trol  as  def ined  in  
IEC  62443-3-3,  SR  1 . 7  

___________ 

8)  I n  th i s  example,  l i gh t l y  shaded  components  (CLAIMS ,  EVIDENCE )  represen t  componen ts  that  do  not  requ i re  
development.  
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A.2.4  Goal  G1 3,  G1 4:  Den ial  of service  attacks  due to  account  lockout  controls  
mitigated  

Context  CON1 5:  Safety concerns  i n troduced  due  to  securi ty account l ockout con trols  

Goal  G 1 5:  Account l ockout  m i tigated  

Solution  Sn7:  Implement ‘Au thenticator management’  control  as  defined  i n  I EC 62443-3-3,  
SR 1 . 5  

 

NOTE  Watermarked  components  i n  th i s  fi gu re  represent those  from  the  pattern  that  have  not  been  developed  
from  the  securi ty pattern  for th i s  parti cu l ar example.  

Figure A. 1  – Exemplar SECURITY PATTERN  for PAUT 

IEC
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A.3  Exemplar SECURITY PATTERN  for automatic  l ogoff  (ALOF)  establ ished  for a  
th in  cl ient  terminal  system 9)  

A.3.1  Goal :  Patient  safety RISK  wi th  short  session  t imeouts  i n  OR mi t igated  

Context :  The  defau l t  t imeou t  of  30  m in  g i ves  a concern  to  a  MEDICAL DEVICE  u sed  i n  operating  
room  (OR)  where  medical  s taff  i s  busy wi th  the  pati en t  and  less  frequen tl y work on  the  
term inal  stati on  caus ing  i t  to  t imeou t  wh i le  the  pati en t  i s  st i l l  bei ng  treated .  

Goal :  Con tro l  sess ion  t imeou t  based  on  l ocation  

Solution :  Def ine  longer sess ion  t imeout,  bu t  on l y  for systems  located  i n  the  OR.  Th is  can  be  
accepted  because  th is  area has  phys ical  access  con trol .  

A.3.2  Goal :  Patient  safety RISK  wi th  restoring  sessions in  the OR and  ICU  m i tigated  

Context :  The  advan tage  of  a  th i n  cl i en t  so lu tion  i s  the  abi l i ty to  l og  off  on  one  term inal  s tat ion  
and  resume work on  another.  Bu t  i n  an  OR and  i n tens ive  care  un i t  ( ICU )  sett i ng  th is  cou ld  
l ead  to  safety concerns  i f  for  i nstance  an  anaesthetis t  i s  ass ist i ng  i n  two  rooms  and  the  
system  wou ld  restore  the  sess ion  of  the  wrong  patien t.  

Goal :  Con tro l  sess ions  based  on  l ocati on  

Solution :  Th in  cl i en t  term inal  s tations  such  as  e lectron ic  med ical  record  (EMR)  systems  i n  an  
OR and  I CU  shou ld  always  present  the  patient  be i ng  treated  i n  that  room  instead  of  
complete l y restori ng  the  sess ion  of  the  user l ogg ing  in to  the  system  

___________ 

9)  I n  th i s  example,  l i gh t l y  shaded  components  (CLAIMS ,  EVIDENCE )  represen t  componen ts  that  do  not  requ i re  
development.  
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NOTE  Watermarked  components  i n  th i s  f i gu re  represen t  those  from  the  pattern  that  have  not  been  developed  
from  the  securi ty  pattern  for th i s  part i cu l ar example.  

Figure A.2  – Exemplar  SECURITY PATTERN  for ALOF 

IEC  
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A.4  Exemplar SECURITY PATTERN  for audi t  controls  (AUDT)  for a  system  or a  
device in  a  HDO faci l i ty such  as a  pharmacy system  or an  EMR,  where 
mul tiple people requi re access to  the same data set— Goal  G6:  Keep a  
correct  audi t  trai l  of  attending  staff  in  the OR whi le  sessions are kept  
open  

Context :  W i th in  the  OR,  the  sess ion  i s  kept  open  and  locked  to  the  patient.  I f  the  person  who  
opened  the  sess ion  has  to  l eave  the  OR (e. g .  the i r  sh i fts  ends)  there  shal l  be  a  record  of  the  
handover  wi thou t  cl os ing  the  session .  

Goal :  Keep a correct  log  of  people  access  the  med ical  record.  

Solution :  Establ i sh  protocol  whereby a change  i n  med ical  staff  du ri ng  a  procedure  shal l  be  
recorded  i n  a  text  f i e l d .  
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NOTE  I n  th i s  example,  watermarked  notat i ons  represen t  components  of  the  SECURITY CASE  wh i ch  were  shared  
from  a  MDM.  

Figure A.3  – Exemplar  SECURITY PATTERN  for AUDT 
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